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a b s t r a c t
Complexity measures for keystream sequences over Z/(N) play
a crucial role in designing good stream cipher systems. This
correspondence shows a general upper bound on k-error N-adic
complexity of periodic sequences over Z/(N), and establishes the
existence of periodic sequences over Z/(N) which simultaneously
possess maximal N-adic complexity and large k-error N-adic
complexity. Under some conditions the overwhelming majority
of all T -periodic sequences over Z/(N) with maximal N-adic
complexity logN (NT − 1) have a k-error N-adic complexity close
to logN (NT − 1). The existence of many such sequences thwarts
attacks against the keystreams by exhaustive search.
© 2011 Elsevier Inc. All rights reserved.
1. Introduction
The notion of feedback with carry shift registers (FCSRs), introduced by Klapper and Goresky [10],
has received a great amount of attention in cryptography (see [11,12,3,1,2]). A lot of work has
been focused on FSCRs that generate sequences over Z/(p), where p is a prime number, especially
for the case of p = 2. Some basic properties, such as periods, rational expressions, exponential
representations, rational approximation algorithms and randomness of FCSR sequences, based on the
algebraic structure ofN-adic numberswhich ismuchweaker than that of p-adic numbers in [14], have
been discussed (see [13,19,7,17,9]).
It is well known that the linear complexity and the k-error linear complexity of LFSR sequences are
important concepts for the theory of stream ciphers in cryptology [5,16,15,8]. Recently refinements
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and generalizations of the results in [8] were shown in [18]. This is also true for the FCSR sequences
over Z/(N). Efficient algorithms have been developed and proved for solving the register synthesis
problem for N-FCSRs (see [13,7]). Consequently any sequence over Z/(N) used as a keystream in a
stream cipher must have large N-adic complexity. It is an interesting open problem to find efficient
devices that can generate sequences with large N-adic complexity in [13]. But the N-adic complexity
of FCSR sequences shows the same instability under small perturbations as the linear complexity
of LFSR sequences. For example, let S = (1, 0, . . . , 0)∞ or (0, 1, . . . , 1)∞ with period T . Then the
N-adic complexity λN(S) of the sequence S is logN(NT − 1). However, after changing one bit within
every period, theN-adic complexity becomes 0. Hence it is interesting to study FCSR sequences which
simultaneously possess a large value of the N-adic complexity and k-error N-adic complexity.
This work is organized as follows. In Section 2, we first recall some basic facts and previous results
on FCSR sequences. In Section 3, we establish a general upper bound on k-error N-adic complexity. In
Section 4, we construct some periodic FCSR sequences with maximal N-adic complexity and large k-
error N-adic complexity; and the number of such sequences is large. In Section 5, we show conditions
under which the overwhelmingmajority of all T -periodic sequences over Z/(N)withmaximalN-adic
complexity logN(NT − 1) have a k-error N-adic complexity close to logN(NT − 1).
2. Preliminary
An FCSR is determined by coefficients q1, q2, . . . , qc , and an initial memory mc−1, with qi ∈
{0, 1, . . . ,N−1} for i = 1, 2, . . . , c andmc−1 ∈ Z , which can iteratively generate an FCSR sequence S
with initial state {s0, s1, . . . , sc−1} in the followingway, for n = c, c+1, . . . and si ∈ {0, 1, . . . ,N−1}
for i = 0, 1, 2, . . .:
– Form the integer sum σn =ck=1 qksn−k +mn−1.
– Shift the contents one step to the right, outputting the rightmost digit sn−c .
– Put sn = σnmod N .
– Replace the memory integer mn−1 with mn = (σn − sn)/N = ⌊σn/N⌋.
The integer q = qcNc + qc−1Nc−1 + · · · + q1N − 1 is called the connection integer of the
FCSR. Feedbacks with carry shift registers are similar to LFSRs, but with the addition of an ‘‘extra
memory’’ that retains a carry from one stage to the next. It is not immediately clear, but this is a
finite state device. The first algebraic structure associated with an FCSR is the connection number
q = qcNc+qc−1Nc−1+· · ·+q1N−1. This is the arithmetic analog of the connection polynomial of an
LFSR. The second algebraic mechanism for analyzing FCSR sequences is the ring of N-adic numbers,
denoted by Z/(N). The ring structure on Z/(N) obtained by defining addition and multiplication of
N-adic numbers is shown in [9].
Lemma 1 ([13]). Let S be an N-adic sequence, and let S(N) denote the N-adic number corresponding to
the N-adic sequence S. Then:
(1) S(N) = −1 if and only if S = (N − 1,N − 1, . . . ,N − 1).
(2) S(N) = −u/q, gcd(u, q) = 1 with q > 1 and gcd(q,N) = 1 if and only if S is eventually periodic.
(3) 0 ≤ u ≤ q if and only if S is strictly periodic.
From now on we only consider strictly periodic sequences, and we just call them periodic se-
quences for simplicity.
Let us write α = −u/q as a fraction reduced to lowest terms with qminimal positive integer and
0 ≤ u ≤ q. Then the period T = ordq(N) is the minimal positive integer t such that N t ≡ 1 (mod q).
According to [7], q is the connection integer of the smallest FCSR with minimal positive number c of
coefficients qi which can generate the N-ary sequence S over Z/(N).
There is a useful polynomial f (x) = T−1i=0 sixi that associates a T -periodic sequence S with
its N-adic interpretation. The degree of the N-adic number f (N) can be defined as deg(f (x)), i.e.,
deg(f (N)) = deg(f (x)). In this case the corresponding N-adic number is given as
α = f (N)N0 + f (N)NT + f (N)N2T + · · · = −f (N)
NT − 1 .
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The definitions of the N-adic complexity and the k-error N-adic complexity of sequences are as
follows:
Definition 1 ([13]). Let u/q be the reduced rational representation of an N-adic sequence S. Then the
N-adic complexity is defined as λN(S) = logN(q).
Remark 1. If S is the 0 sequence or the all-N − 1 sequence, then λN(S) = 0.
Definition 2 ([6]). Let S be a sequence with period T ; then the k-error N-adic complexity is defined
as
λk,N(S) = min
per(S′)=T ,d(S,S′)≤k
λN(S ′),
where the minimum is extended over all T -periodic sequences S ′ = s′0, s′1, . . . , s′T−1, . . . , for which
the Hamming distance, denoted as d(S, S ′), of the vectors (s0, s1, . . . , sT−1) and (s′0, s
′
1, . . . , s
′
T−1) is at
most k. In other words, λk,N(S) is the least N-adic complexity λN(S) among all T -periodic sequences S
that are obtained by changing up to k terms among the first T bits of S and continuing these changes
periodically with period T .
3. A general upper bound
Let S = (s0, s1, . . . , sT−1)∞ be a T -periodic sequence over Z/(N) corresponding to an N-adic
number S(N); then
S(N) = − S
T (N)
NT − 1 = −
ST (N)/ gcd(ST (N),NT − 1)
(NT − 1)/ gcd(ST (N),NT − 1) ,
where ST (N) = s0 + s1N + · · · + sN−1NT−1.
By Definition 1, the N-adic complexity of S is
λN(S) = logN(NT − 1)− logN [gcd(ST (N),NT − 1)]. (1)
If the canonical factorization of NT − 1 is given by NT − 1 = pe11 pe22 · · · pehh , then we can establish
the following general upper bound on λk,N(S).
Theorem 1. Let S be a T-periodic sequence over Z/(N) corresponding to the N-adic number S(N),N ≥ 2.
Let mi and k be integers with 1 ≤ mi ≤ ei and ⌈logN ω⌉ + r ≤ k ≤ T for some i with 1 ≤ i ≤ h, where
ω < pmii , r is the least length of the bit string (s⌈logN ω⌉+1, s⌈logN ω⌉+2, . . . , s⌈logN ω⌉+r−1, s⌈logN ω⌉+r), with
0 ≤ s⌈logN ω⌉+i ≤ N − 1, 1 ≤ i ≤ r − 1, and s⌈logN ω⌉+r ≠ 0. Then
λk,N(S) ≤ logN(NT − 1)−mi logN pi.
Proof. Consider now an arbitrary T -periodic N-adic sequence S. For some ω < pmii , 1 ≤ mi ≤ ei, we
have
ST (N) ≡ ω (mod pmii ),
where ST (N) is the N-adic number corresponding to the first periodic term, denoted by ST , of the
T -periodic sequence S.
The N-adic number
S ′T (N) := ST (N)− ω
is obtained from ST (N) by changing terms, at most ⌈logN ω⌉ + r ≤ k, where ω < pmii , r is the least
length of the bit string (s⌈logN ω⌉+1, s⌈logN ω⌉+2, . . . , s⌈logN ω⌉+r−1, s⌈logN ω⌉+r), with 0 ≤ s⌈logN ω⌉+i ≤
N − 1, 1 ≤ i ≤ r − 1, and s⌈logN ω⌉+r ≠ 0. Furthermore, S ′T (N) is divisible by pmii , and so
logN(gcd(S ′T (N),NT−1)) ≥ logN pmii . Consequently, the T -periodicN-adic sequence S ′ corresponding
to S ′T (N) satisfies λN(S ′) ≤ logN [ NT−1gcd(S′T (N),NT−1) ] ≤ logN(NT − 1) − mi logN pi in view of (1). Since
d(S, S ′) ≤ k, it follows that λk,N(S) ≤ logN(NT − 1)−mi logN pi. 
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Remark 2. Let p = min{p1, p2, . . . , ph}; thenλk,N(S) ≤ logN(NT−1)−logN p ≤ logN(NT−1)−logN 2,
since prime number p ≥ 2.
4. Sequences with large k-error N-adic complexity
In this section, we will show some interesting results for FCSR sequences analogous to the results
for LFSR sequences in [16,15,8].
We known that the largest possible value of the N-adic complexity among all T -periodic N-adic
sequences is logN(NT − 1) from Section 2. Let the canonical factorization of NT − 1 be NT − 1 =
pe11 p
e2
2 · · · pehh with p1 < p2 < · · · < ph, pi, 1 ≤ i ≤ h, being the distinct prime factors. Now we show
the existence of a T -periodic sequence S over Z/(N) such that λN(S) = logN(NT − 1) and the value of
λk,N(S) is large, and the number of such sequences is large.
Theorem 2. Let l and k be integers such that
k
j=0

T
j

(N−1)j < l, where 1 ≤ l ≤ ph, 1 ≤ k ≤ T . Then
there exists a T-periodic sequencewithλk,N(S) ≥ logN(NT−1)−logN(

pi<l
peii ) andλN(S) = logN(NT−
1). Further, the number of such sequences is at least

pi≥l(pi −
k
j=0

T
j

(N − 1)j)pi<l(pi − 1).
Proof. Let E be another T ′-periodic sequence corresponding to the N-adic number with ET ′(N) =
e0 + e1N + · · · + eT ′−1NT ′−1, and P(T , k) = {ET ′(N) ∈ Z/(N) : T ′ ≤ T ,WH(E) ≤ k}, where WH(N)
is the number of nonzero bits in the first period of N-adic sequence E. Then we have |P(T , k)| =k
j=0

T
j

(N − 1)j. Let pi, 1 ≤ i ≤ h, be the distinct prime factors of NT − 1.
If l ≤ pi, then the residue class ring Z/(pi) consists of pi ≥ l residue classes modulo pi. Since
|P(T , k)| < l, we can choose at least pi − |P(T , k)| residue classes gi modulo pi such that
gi ≢ ET ′(N) (mod pi) for all E(N) ∈ P(T , k). (2)
If l > pi, then the existence of a residue class gi modulo pi satisfying (2) is not guaranteed. But we
have pi − 1 possibilities for choosing a nonzero residue class modulo pi.
Therefore, by the Chinese remainder theorem, we can find an N-adic number ST (N) with
deg(ST (N)) < T and
ST (N) ≡ gi (mod pi) for all iwith pi ≥ l,
ST (N) ≢ 0 (mod pi) for all iwith pi < l.
Let S ′ be an arbitrary T -periodic sequence with d(S, S ′) ≤ k and let S ′T (N) be the N-adic number
corresponding to S ′. Suppose that for some i with pi ≥ l we have gcd(S ′T (N), pi) ≠ 1. Then
S ′T (N) ≡ 0 (mod pi) since pi is a prime. The N-adic numbers ST (N) and S ′T (N) differ in at most k
terms. Hence for some E(N) ∈ P(N, k)we have
ST (N) ≡ E(N) (mod pi),
which is a contradiction to the construction of ST (N). Thus, we have shown that
gcd(S ′T (N), pi) = 1 for pi ≥ l,
and consequently
logN(gcd(S
′T (N),NT − 1)) ≤ logN

pi<l
peii

.
Together with (1) this yields λN(S ′) ≥ logN(NT − 1)− logN(

pi<l
peii ), and so we obtain
λk,N(S) ≥ logN(NT − 1)− logN

pi<l
peii

.
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The above argument holds also for S ′ = S, and so
gcd(ST (N), pi) = 1, for pi ≥ l.
By the construction of ST (N)we also have
gcd(ST (N), pi) = 1, for pi < l.
Consequently gcd(ST (N),NT − 1) = 1, and so λN(S) = logN(NT − 1).
Furthermore, the number of such sequences is at least

pi≥l(pi−
k
j=0

T
j

(N−1)j)pi<l(pi−1),
by choosing differently for ST (N). 
Corollary 1. Let NT − 1 = p1p2 · · · ph with p1 < p2 < · · · < ph, where pi, 1 ≤ i ≤ h, are distinct prime
numbers. Let l and k be integers such that
k
j=0

T
j

(N − 1)j < p2, where 1 ≤ k ≤ T . Then there exists
a T-periodic sequence with λk,N(S) = logN(NT − 1)− logN p1 and λN(S) = logN(NT − 1). Further, the
number of such sequences is at least (p1 − 1)hj=2(p2 −kj=0  Tj  (N − 1)j).
Proof. By Theorem 2, there exists a T -periodic sequence with λk,N(S) ≥ logN(NT − 1) − logN p1
and λN(S) = logN(NT − 1). But, on the other hand, we have λk,N(S) ≤ logN(NT − 1) − logN p1 by
Theorem 1. 
5. Asymptotic results
In this section, we show conditions under which the overwhelming majority of all T -periodic
sequences over Z/(N)withmaximalN-adic complexity logN(NT−1)have a k-errorN-adic complexity
close to logN(NT − 1).
First of all, we show that the number of T -periodic sequences over Z/(N)with N-adic complexity
logN(NT − 1) can be easily determined.
Proposition 1. Let S be a T-periodic sequence, and ST (N) be the N-adic number corresponding to S. Then
the number NT (logN(NT − 1)) of T -periodic sequences with N-adic complexity logN(NT − 1) is given by
NT (logN(N
T − 1)) = (NT − 1)
h
i=1

1− 1
pi

.
Proof. Note that a T -periodic sequence S satisfiesλN(S) = logN(NT−1) if and only if gcd(ST (N),NT−
1) = 1. Therefore, by Lemma 1, we have
NT (logN(N
T − 1)) = φ(NT − 1),
where φ(.) denotes the Euler function. Note the canonical factorizationNT−1 = pe11 pe22 · · · pehh , where
pi are prime numbers with p1 < p2 < · · · < ph, ei ≥ 1, i = 1, 1, . . . , h. Since N ≥ 2, the general
formula for φ(.) yields
NT (logN(N
T − 1)) = (NT − 1)
h
i=1

1− 1
pi

. 
Put 0 < γ < 1, and letQT (γ ) denote the proportion of the sequences that have large ⌊γN⌋-error
N-adic complexity among all T -periodic sequences S over Z/(N)with λ(S) = logN(NT −1). Note that
here γ is the percentage of terms that can be changed in the period of a given T -periodic sequence.
The entropy function HN(x) on [0, (N − 1)/N] is defined by [4, p,301] HN(x) = 0, if x = 0;
HN(x) = x logN(N − 1)− x logN x− (1− x) logN(1− x), 0 < x < (N − 1)/N.
Note that HN(x) increases from 0 to (N − 1)/N .
It is interesting to establish a counterpart of an analogous result for LFSR sequences in [15] as
follows.
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Theorem 3. Let NT − 1 = p1p2 · · · ph, where pi, 1 ≤ i ≤ h, are distinct prime numbers, and
p1 < p2 < · · · < ph. Fix real numbers γ and δ with 0 < γ < 12 and HN(γ ) < δ < 1. For some
1 ≤ m ≤ h < Tph−m+1 , ph−m+1 ≥ NδT . Then
QT (γ ) > (1− N−(δ−HN (γ )T ))1/δ.
In particular, if there exists an infinite set PN,δ of T with NT − 1 = p1p2 · · · ph and for some 1 ≤ m ≤
h < Tph−m+1 , ph−m+1 ≥ NδT , then
lim
T→∞,T∈PN,δ
QT (γ ) = 1.
Proof. Note that
ph−m+1 ≥ NδT > NHN (γ )T ,
and
1 = [γ + (1− γ )]T ≥
⌊γ T⌋
j=0

T
j

γ j(1− γ )T−j
≥
⌊γ T⌋
j=0

T
j

(1− γ )T

γ
1− γ
γ T
(N − 1)j−γ T
= N−HN (γ )T
⌊γ T⌋
j=0

T
j

(N − 1)j,
and then we have
⌊γ T⌋
j=0

T
j

(N − 1)j ≤ NHN (γ )T < ph−m+1.
Thus by Theorem 2 the number of T -periodic sequences S satisfying λ(S) = logN(NT − 1) and
λ⌊γ T⌋,T (S) ≥ logN(NT − 1)− logN(

i<h−m+1 pi) is at least
h
i=h−m+1

pi −
⌊γ T⌋
j=0

T
j

(N − 1)j

h−m
i=1
(pi − 1).
SinceNT (logN(NT − 1)) =
h
i=1(pi − 1) by Proposition 1, we get
QT (γ ) ≥
h
i=h−m+1
pi −
⌊γ T⌋
j=0

T
j

(N − 1)j
pi − 1
>
h
i=h−m+1
1−
⌊γ T⌋
j=0

T
j

(N − 1)j
pi

>
1−
⌊γ T⌋
j=0

T
j

(N − 1)j
ph−m+1

m
> (1− NHN (γ )T−δT )m.
208 S. Zhu, F. Li / Journal of Complexity 28 (2012) 202–208
Furthermore,
QT (γ ) > (1− N−(δ−HN (γ )T ))1/δ,
sincem < T/ph−m+1 ≤ T/NδT < 1/δ. 
6. Conclusions
Cryptosystems are used to provide security in communications and data transmissions. Based
on different schemes for generating sequences and different ways of representing them, there are
a variety of stream cipher analyses. In order to have security, complexity measures for keystream
sequences over Z/(N) will play a crucial role in designing good stream cipher systems. This paper
focuses on steam cipher analysis based on feedback with carry shift registers. A general upper bound
on the k-error N-adic complexity of periodic sequences over Z/(N) has been shown. We establish the
existence of periodic sequences over Z/(N)which simultaneously possessmaximalN-adic complexity
and large k-error N-adic complexity. Under certain conditions, the overwhelming majority of all
T -periodic sequences over Z/(N) with maximal N-adic complexity logN(NT − 1) have a k-error
N-adic complexity close to logN(NT−1). The existence ofmany such sequences thwarts attacks against
the keystreams by exhaustive search.
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